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RUA Benefits ALL ETM Solutions!

RUA

Contact users 
more quickly 
affected by 

intrusion events!

Discover who is 
responsible for 

consuming all of 
your office’s 
bandwidth!

Identify the 
user who owns 
the Windows 

XP laptop 
missing SP2.

Compile a list 
of all users that 

are using 
Skype against 

IT policy.



Sourcefire RUA
Use Cases

I want to contact an employee potentially affected by 
an attack.
I want to identify all employees using Skype.*
I want to identify all employees using Windows 98.*
I want to utilize “user identity” as a constraint when 
configuring compliance and remediation (P&R) 
policies.*
• Example: jdoe can use Skype
• Example: don’t block jdoe at the firewall

• Example: alert if non-IT users run port scans

I want to see who uses the most bandwidth in the 
office.*

* Requires flow data from RNA and/or NetFlow.
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Sourcefire RUA Sneak Peak, cont…



Sourcefire RUA
User Identity Data Collected

Username

First name
Last name

Email address
Phone

Department



Sourcefire RUA
How It Works – Active Directory

Primary 
AD Server

AD Server(s)
w/ RUA AD Agent

3D Sensor(s)
w/ RUA

A B

C
Defense
Center

A Active Directory content 
initially replicated to 
Defense Center’s User 
Database.  Updates occur 
every 60 minutes.

User logs onto Active 
Directory.  Username and 
corresponding IP address 
forwarded to Defense 
Center by Active Directory 
Agent.

RUA on 3D Sensor 
passively detects 
username / IP address 
pairs and forwards to 
Defense Center.

B
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Sourcefire RUA
How It Works – LDAP 

Primary 
LDAP Server

3D Sensor(s)
w/ RUA

A

C
Defense
Center

A LDAP content initially 
replicated to Defense 
Center’s User Database.  
Updates occur every 60 
minutes.

RUA on 3D Sensor 
passively detects 
username / IP address 
pairs and forwards to 
Defense Center.

C



Sourcefire RUA
Configuration Options

Active Directory Shop
• Defense Center
• Primary Active Directory Server
• RUA Active Directory Agents                                   

<and/or> RUA on 3D Sensors

LDAP Shop
• Defense Center
• Primary LDAP Server
• RUA on 3D Sensors



Questions?


