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Enterprise Intrusion Prevention at Multi-Gigabit Speed

Sourcefire Intrusion Sensors™

offer an industry-leading intrusion

prevention (IPS) solution that

combines the signature-based

analysis of known threats with

protocol analysis that targets as-

yet unknown exploits — effectively recognizing the anomalous profile of threats
such as zero-day attacks. Intrusion Sensors analyze network traffic and either
block, replace or alert when suspicious activity is detected.

1S5800 - FLEXIBILITY MEETS EXTREME PERFORMANCE

The 1S5800 Series is Sourcefire’s award-winning, Snort®-based Intrusion Sensor
with state-of-the-art performance capabilities and features. Architected
specifically for enterprise networks, the 1IS5800 can operate at line speeds up to
eight gigabit — even at 64-byte packet size. Leveraging the unsurpassed
flexibility of Sourcefire technology, the 1IS5800 Series can be deployed in an
array of configurations to suit nearly any network requirement. For the first time,
organizations have a future-proof IPS solution that can adapt as quickly as their
network security requirements change.

UNIQUE GROUNDBREAKING ARCHITECTURE

Capable of exceeding the requirements of even the most demanding IT
organizations, the IS5800 Series combines the high performance of custom
network application specific processors (ASICs) with the flexibility of up to 7
Motorola PowerPC® CPUs. The 1S5800 Series also includes hot-swap and high
availability features for all main system components including power supplies,
interface cards, disk drives and processors.

ENTERPRISE IPS IS PERFECT FOR VOIP

With its multi-gigabit throughput, the IS5800 is ideally-suited for mission-critical
converged networks, including latency-sensitive applications such as Voice over
IP (VolP).

» Multi-gigabit throughput delivers intrusion prevention at full wire speed, even at
64-byte packet size

» High availability features eliminate any single points of failure to deliver non-stop
intrusion prevention and detection

» Scales easily and cost-effectively to meet your performance requirements —without
replacing the entire appliance.

UNPARALLELED PRECISION

Using a powerful combination of signature, protocol, and anomaly-based
inspection methods, the IS5800 delivers maximum attack prevention and
detection against both known and unknown threats. The IS5800 provides

1S5800 Highlights

Market-Leading
Performance

» For line speeds of 2, 4, 6
and 8 gigabit

» Optimal performance even
at 64-byte packet size

» Hardware, software,
operating system optimized
for mission-critical
applications

» Latency of approximately
100ps

Precise Intrusion
Prevention

> Signature, protocol, and
anomaly-based inspection
methods

» Utilizes Snort rules-based
detection engine

» Provides unparalleled
accuracy and reduces the
risk of false positives

Internal Redundancy

» Dynamic load balancing of
processing across all
application CPUs

» Hardware bypass failover

Unmatched Scalability

> Cost-efficient, incremental
addition of system
resources without
replacing entire appliance

» Unlimited processing
performance through
stacking technology

Discover. Determine. Defend.

SOURCEfire

Security for the real world.
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unmatched accuracy, reducing the risk associated with false positives, evasion
techniques, and potential denial of service conditions. Combined with
Sourcefire’s breakthrough Real-time Network Awareness (RNA) solution, the
IS5800 Series enables extremely precise enforcement of network policies through
advanced traffic management techniques such as traffic shaping, metering, and
queuing.

SOURCEFIRE'S TRADEMARK FLEXIBILITY

Every aspect of the IS5800 can be configured and customized to ensure that you
detect and prevent the events most important to you. You can deploy IS5800s
both inline and passively — leveraging the flexibility of the rules language and
numerous configuration options to define new ways to identify and prevent
threats. The Sourcefire Intrusion Sensor family — seven powerful and purpose-
built network IPS sensor appliances — provides an array of options to best suit an
organization’'s deployment needs, whether security is required at the perimeter or
the core, at branch offices or distributed sites. These appliances support network
bandwidth ranging from 5Mbps to 8 gigabit.

PART OF A COMPLETE ENTERPRISE NETWORK
DEFENSE SYSTEM

The 1S5800 is a key component of the Sourcefire 3D System — the first and only
comprehensive network defense system that unifies intrusion and vulnerability
management technologies. Combining the 1S5800 with Sourcefire RNA Sensors
and the Sourcefire Defense Center, the 3D System delivers the network
intelligence, vulnerability assessment, context-based prevention, performance,
and management reporting capabilities companies need in an enterprise IPS. The
IS5800 is also backed by the Sourcefire Vulnerability Research Team (VRT),
ensuring updated protection policies to keep enterprises ahead of continuously
evolving threats facing today's real world challenges. The Sourcefire 3D System,
including Sourcefire Intrusion Sensors and Agents, Sourcefire RNA Sensors and
the Sourcefire Defense Center, offers the most all-around effective security
available.

1IS5800 CONFIGURATION OPTIONS

"As owner of the intellectual
property of Snort, the widely
respected open source
detection engine, Sourcefire
has a position of rare privilege
in its visibility into the effective
deployment of network
security.”

Scott Crawford
Enterprise Management Associates

1S5800-2 1S5800-4 1S5800-6 1S5800-8
for line speeds up to 2Gbps for line speeds up to 4Gbps for line speeds up to 6Gbps for line speeds up to 8Gbps

» 2U chassis
» Network Processor Card (NPC)
» Application Processor Card

> 2U chassis
» Network Processor Card (NPC)
» 4 port 10/100/1000 interface

» (2) 2U Interlocking chassis

» (2) Network Processor Card
(NPC)

module (APC) » Application Processor Card
» Dual AC power supplies » (2) 4 port 10/100/1000 interface (APC)
module » (2) 4 port 10/100/1000 interface

» (2) 36GB SCSI hard drive
» Expandable

» Dual AC power supplies module

» (2) 36GB SCSI hard drive
» Expandable

» Dual AC power supplies
» (2) 36GB SCSI hard drive
» Expandable
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ABOUT SOURCEFIRE

From the creators of Snort, Sourcefire’s 3D System is revolutionizing enterprise security by providing intelligent, automated
policy enforcement that offers the most effective security possible. For more information about Sourcefire, please visit
www.sourcefire.com.

» (2) 2U Interlocking chassis

» (2) Network Processor Card
(NPC)

» Application Processor Card
(APC)

» (2) 4 port 10/100/1000 interface
module

» Dual AC power supplies
» (2) 36GB SCSI hard drive
» Expandable

REV. 112.2005

©?2005 Sourcefire, Inc. Sourcefire 3D System, Real-time Network Awareness, Intrusion Sensor, Intrusion Agent, RNA Sensor,
Defense Center and Snort are trademarks or registered trademarks of Sourcefire. All rights reserved.

800.501.6008 | 410.290.1616
www.sourcefire.com | info@sourcefire.com
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Security for the real world.
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