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Sourcefire Intrusion Sensors

Security for the real world.

Discover.  Determine.  Defend.

Sourcefire’s Intrusion Sensors
provide the industry’s most
capable attack detection and
prevention. Utilizing the
popular Snort® rules-based
detection engine, Sourcefire
Intrusion Sensors:

Analyze network traffic
and either block, replace
or alert when suspicious
activity is detected

Can be deployed both
inline as an IPS or
passively as an IDS –
providing the most
effective intrusion
detection and prevention
available today

Provide a Plug-n-Protect™
architecture, with
hardware, software and
operating system
optimized for peak
performance

"Sourcefire continues to
impress our organization
with its attention to solving
real-world needs – issues
that other vendors haven't
even considered. Sourcefire
is allowing customers to
implement a highly effective
and precise prevention
solution.”

Kirk Drake
CIO at National Institute of Health’s

Federal Credit Union

Sourcefire Intrusion Sensors offer an industry-leading intrusion detection and
prevention (IDP) solution that provides defense in depth by analyzing network
traffic and either blocking,
replacing or alerting when
suspicious activity is
detected. Sourcefire
Intrusion Sensors can be
deployed both inline as an
IPS or passively as an IDS,
providing the most
effective intrusion
detection and prevention
available today.

THE INDUSTRY’S
HIGHEST RATE OF
ATTACK PREVENTION

Using a powerful combination of signature, protocol, and anomaly-based
inspection methods, Sourcefire Intrusion Sensors™ deliver maximum attack
detection and prevention. Sourcefire Intrusion Sensors analyze network traffic
and can block, alert, or even modify suspicious packets when threats are
detected. Unlike first generation IPSs, Sourcefire’s award-winning Intrusion
Sensors provide unparalleled accuracy, reducing the risk associated with false
positives, evasion techniques, and potential denial of service conditions.    

UTILIZES SNORT® RULES-BASED ENGINE – THE INDUSTRY
STANDARD 

To achieve the industry’s highest rate of attack detection and prevention,
Sourcefire Intrusion Sensors utilize the award-winning Snort rules-based
detection engine. With nearly two million downloads to date, Snort is the most
widely deployed intrusion detection and prevention technology worldwide and
has become the de facto standard for intrusion detection.

INTELLIGENT INLINE OPERATION

Operating inline, with direct control over traffic traversing the device, Intrusion
Sensors can be set to alert on events, drop the packet or replace malicious
content with benign data. This flexibility means critical threats can not only be
blocked, but also contained or quarantined via techniques such as dropping
traffic, disrupting sessions between devices, and integrating with access control
devices such as firewalls, routers and switches.  

GREATEST DEGREE OF PRECISION AVAILABLE

Attacks can only be prevented if they are accurately detected. That’s why
Sourcefire Intrusion Sensors employ techniques that provide you with the highest
level of precision available in the industry. In addition to the Snort rules-based
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engine, Sourcefire Intrusion Sensors utilize modular plug-ins to perform complex,
stateful protocol analysis and normalization, detecting protocol anomalies
through a variety of methods:  

The Transport Layer Analysis modules detect portscans, IP stack fingerprinting, TCP
protocol anomalies and TCP evasion attacks

The IP Defragmenter detects denial of service attacks and fragmentation evasion
techniques, and performs target-based analysis to defeat evasive attackers

The Application Layer Protocol modules detect a variety of anomalies in protocols such
as HTTP, RPC, DCERPC, ASN.1, Telnet/FTP, SMTP/POP/IMAP, ARP spoofing and covert
channels

ULTIMATE FLEXIBILITY TO SUIT YOUR REQUIREMENTS EXACTLY

Intrusion Sensors offer extensive flexibility to
support the threat prevention needs of every
network regardless of size, topology, or
composition. Every aspect of the Intrusion
Sensor can be configured and customized to
ensure that you detect and prevent the
events most important to you. You can deploy
Intrusion Sensors both inline and passively –
leveraging the flexibility of the rules
language and numerous configuration options
to define new ways to identify and prevent
threats.

PROTECTS DEEP WITHIN THE CORE 

Intrusion Sensors can be used with traditional access control devices, providing
you with the most effective strategy for threat mitigation at both the perimeter
and deep within the core. For instance, Sourcefire Intrusion Sensors can be
configured to audit traffic originating from your network to the Internet for
suspicious activity. Using rules, the Intrusion Sensor will alert or block traffic if a
database server connects directly to the Internet, preventing the theft of
confidential information in the case of compromise.  

AN INTEGRAL PART OF THE SOURCEFIRE 3D SYSTEM 

Sourcefire’s 3D System is the first and only comprehensive intelligent network
defense system that unifies intrusion and vulnerability management technologies
to provide customers with the most effective, real-time network security for
today’s real world challenges. The Sourcefire 3D System, including Sourcefire
Intrusion Sensors and Agents, Sourcefire RNA Sensors and the Sourcefire
Defense Center, offers the most all-around effective security available.

Snort-based Performance
and Precision  

Most widely-deployed
intrusion detection and
prevention technology
worldwide

Detects both known
attacks and anomalous
behavior

Combines signature,
protocol and anomaly-
based inspection methods

Provides Detailed
Forensic Information 

Provides viewing of packet
and payloads of suspicious
traffic  

Allows “trapping and
tracing” anything that has
generated an alert

Delivers powerful data
analysis with a reporting
user interface

Highly Scalable, High
Performance

Dynamic load balancing

Ensures high availability
through fault tolerant
failover design

Hardware, software,
operating system
optimized for gigabit-plus
performance 

Sophisticated Reporting
System

Highly flexible and
customizable reporting
system

Provides automated
reports 

Administrators can easily
define templates for any
style of report 
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